	Standard Operating Procedure
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	Reliance   Jamnagar   Refinery  Division 



Security Measures During  Level I, II & III Emergencies.
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	Identification Process for Personnel Screening

All persons entering the Refinery / MTF must possess and show a valid pass/I.D card issued by the Security Department.

Individuals arriving by vehicles with darkened glasses shall roll down the windows for identification/ security checks.

Individuals arriving by motor cycles must remove their helmet / dark glasses to assist in identification.

Security Personnel to verify that pass / I.D card matches the person presenting it.

While conducting roving patrols, security personnel shall challenge Person to prove Identity.

Reliance Ports & Terminal Employees

Reliance Employees (other plants )

Vendors/Contractors

Truck Drivers & Cleaners

VIP Visitors

Personal Visitors 

Government Employees / Reliance Associated Agencies

Ships Crew Shore Leave

Signing – on

Signing – off

Shipping Agencies

Casual Labourers

Search Requirements

All persons, packages and vehicles entering or leaving the port facility shall be subject to search by the security personnel

Reliance Employees

VIP Visitors

Others

Access Control

Reliance Security Guard Deployment

Armed Guard / Local Police Department Response / Coast Guard & Defence Force Response.

Special Deployment of Security Officer / Guards 

Gates

( Entry of men / vehicle)

Main Gate (Highway)

Construction Gate

Sulphur Gate

PP Gate

Project Gate

Liquid Loading Out Gate

Plant Material Gate

Railway Gate

MTF

Salt Gate

Customs Gate

Zero Point

Lo-Lo Jetty

Deliveries

(Refer to supplies and services unless otherwise noted.)

All packages entering or leaving the port facility shall be subject to checks by  security personnel

Arrival of deliveries shall be scheduled in advance. Where not scheduled in advance, deliveries shall be prohibited entry into the facility until approved by the Marine Chief / PFSO

Berthing of Vessels & Security Procedures

Unauthorised tugs, barges or any watercrafts are forbidden to come alongside any vessel in Reliance working area.

Arriving vessel to be informed of the Port Facility’s security level

Business visitors to the vessel (Owners Representative, Classification Surveyors,  etc) to be scheduled in advance and passes made by the vessel’s agents

Crew members allowed shore leave subject to Customs and Immigration clearance.

Sign-on / Sign-off allowed in limited amount. Subject to prior permission of the Marine Chief. Customs & Immigration clearance required

Internal Security

Vehicle Control

All vehicles must have VEHICLE ACCESS PERMIT or Temporary Entry Permits

Parking allowed only at designated parking space in front of Refinery / Plant /   MTF / Administration building / Zero Point /Lo-Lo Jetty / Canteen etc.

Safe Driving Permits required for drivers.

Only approved trestle vehicles to operate on trestle driven by approved drivers

Key & Access Card Control

Key Control in Refinery/ Plants/ MTF building as per list with Zone In-Charge

Electronic Access Control Off security building at All gates for non Reliance Employees

Issuing  of  Smart  Card / Any   other  Access.

Security Rounds

Roving safety and security patrols, along pre-determined tracks and regular intervals. Records to be available for inspection. Rounds to be undertaken at varying times to prevent predictability

By Foot

By Cycle

By vehicle

By Security Boats

Duties  of Zone  I/C for Patrolling  & their  Location

Alpha  Zone  I/C

Bravo Zone  I/C

Charlie  Zone I/C

M.T.F. Zone I/C

Township  Zone  I/C

Traffic   I/C

Perimeter Security

Restricted Areas

Fire Alarms in place

Emergency Power source available

Places to be kept under lock & key : Emergency Generator Room, Switch Gear Room, Switch Rack Buildings.

Places to be kept manned at all times : POC Pump Room and Port Operation Center Control Room

Barriers

(To be watched everytime to check  unauthorized entry / exit )

Fencing 

Clear of all obstructions

Effective against penetration

Lighting

Availability of Emergency Supply

Video Surveillance & Communication

Monitoring by close circuit tv cameras

Communication Systems:

Telephone

E-Mailing facility

Hot Lines

VHF Hand held units

Mobile phone

Manning of MCC

Training & Security Awareness

All employees


	All Locations

All Locations

All Locations

All Locations

All Locations

All Locations

All Locations

Work Location

Work Location

Work Location

Work Location

Work Location

Work Location

Work Location

Work Location

All Locations

All Locations

All Locations

All Locations

All Locations

R.C.B / A.C.B. / Desel  Plant

All Locations

All Locations

All Locations

All Locations

ISBL area

All Locations

All Locations

All Locations

Waterfront Working Area

Alpha  Zone

Main Gate

M.M.G. Gate

M.T.F.  Area

Township Gate

SSO /  Patrolling

All Locations

All Locations

All Locations

All Locations

All Locations

All  Locations
	Any valid pass/ I D Card issued by Security

Yes

Allowed in OSBL area only.

Yes

Random check.

Valid I.D Card issued by Security.

Valid I.D Card issued by Security

Valid I.D Card issued by Security

Valid pass issued by Security

VIP Pass

Valid Pass issued by Security

ID Card / Valid Pass issued by Security with  confirmation  of  Identity.

Valid Pass issued by Security

Valid Pass issued by Security

Valid Pass issued by Security

Unbiased random checks

Discretion of HOD (Security)

Thorough Check  

Normal Deployment

None

Not Required .

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity.

Need* to enter basis & After showing right identity

Need* to enter basis & After showing right identity

Need* to enter basis & After showing right identity

Not permitted

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Need* to enter basis & After showing right identity

Need* to enter basis & After showing right identity

Yes, with thorough Check

Yes, with thorough Check

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes , with  the  Permission 

 of   HOD  security.

Normal Deployment

Normal Deployment

Normal Deployment

Normal Deployment

Normal  Deployment

Normal  Deployment

Normal  Deployment

Normal  Deployment

Normal  Deployment

Normal  Deployment

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

General Awareness & threat  perception.


	Photo I.D card / Random thorough check.

Allowed with thorough documents check and random checking of vehicle..

Allowed with thorough documents check and checking of their belonging..

Match ID card & Identifications marks.

Cross check will be done with Security Control Room.

Valid I.D Card issued by Security with Random Check

Photo I.D Card Only & Random thorough check.

Photo/ Valid I.D Card  & need to enter basis with the concern of HOD Security.

Photo I.D Card  & Need to enter basis with thorough check with help of Metal Detector.

Valid I.D Card issued by Security & with Security escorting only.

Not Permitted

ID Card / Valid Pass issued by Security /with  confirmation of  Identity & escorted by Security.

Not Permitted

Valid Pass issued by Security & thorough check.

Not Permitted

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Valid I.D Card issued by Security & with Security Escorting.

Not Permitted

Double

Deploy ,Discretion of HOD (Security)

One Security Officer will be deployed to take care RCB/ ACB/CPP/Desel Plant  & one  extra Guard will be deployed in each of the Plant for thorough check.

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Not permitted

Not permitted

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

100% Thorough check with help of Metal Detector & Vapour tracer & with Proper documents(Invoice)

100% Thorough check with help of Metal Detector & Vapour tracer & with Proper documents(Invoice)

Yes

Yes

Need* to enter basis with Permission of Marine Chief/ PFSO / HOD Security.

Not Permitted

Not Permitted

Thorough Check of Vehicle & Documents.

Yes

Yes

Need*to enter basis

Yes

Yes, with Physical Check

Yes , with  the  Permission  of   HOD  security /  need* to enter basis 

Double

Double

Double

Double

Deploy one officer for Patrolling & remain in 1J  &

Round to venerable  area. 

Deploy one officer for Patrolling & remain  at Main Gate.

Deploy one officer for Patrolling & remain in at M.M.G. Gate

Deploy one officer for Patrolling & remain in at Marine Gate

Remain at Township Gate  

Remain with ERT team / Continuous Patrolling.

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes, consider more on venerable  area. 

Yes

Yes

Yes

Yes

Yes

As per Site President’s discretion &HOD (Security)

Current threat perception awareness  

&

Review of emergency procedures
	 Photo I.D card  / thorough checking with metal detector 

Allowed with thorough documents check  & thorough

Vehicle check with the help of sniffer Dog. & Mirror Trolley.

Not  Allowed

Match Photo with ID card, Identifications marks & cross check with Security Control Room/respective HOD.

Cross check will be done with Security Control Room & with the HOD of his plant/ Senior.

Photo I.D card  & Everyone will be thoroughly checked with metal detector .

Photo I.D card  & Everyone will be thoroughly checked with metal detector .

Not Permitted.

Not Permitted .

Not Permitted .

Not Permitted

Not Permitted .

Not Permitted

Not Permitted

Not Permitted

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer

Not Permitted

Not Permitted

Double  with especial trained Guards.

Deploy & One Patrolling team for Patrolling outside the Refinery & Civil Police Patrolling outside the Refinery

One Security Officer will be deployed & remain at RCB & will carry Patrolling to ACB/ CPP/Desal Plant & Two extra guards will be deployed for thorough check.

Thorough Check with help of Metal Detector ,Vapour tracer & Sniffer Dog will remain there.

Thorough Check with help of Metal Detector & Vapour tracer & Sniffer Dog will remain there.

Not Permitted

Closed 

Thorough Check with help of Metal Detector & Vapour tracer & Sniffer Dog will remain there ( in front of Duty Officer )

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer .

Photo I.D Card  &  thorough check with help of Metal Detector/Vapour tracer/cross check with respective  HOD 

Photo I.D Card  &  thorough check with help of Metal Detector & Vapour tracer with proper Documents Check

Thorough Check with help of Metal Detector & Vapour tracer & with the permission of Marine Chief

Not permitted

Not permitted

Thorough Check with help of Metal Detector with permission of Marine Chief.

Need* to enter basis & with thorough Check with permission of Marine Chief.

Not Accepted

Not permitted

Yes 

Yes

Need* to enter basis with Thorough 100% check with Permission of Marine Chief/ PFSO / HOD Security.

Not Permitted

Not Permitted

Allowed with thorough documents check  / thorough

Vehicle check with the help of sniffer Dog. & Mirror Trolley.

Yes*

Yes

Thorough Check of Vehicle & Documents & Need*  to enter basis.

Yes

Yes, with 100% thorough Physical Check.

Not  Allowed

Continuous

Continuous

Continuous

Continuous

Continuous  Patrolling in Plant Area / venerable area & Deploy one Officer for 1J & one for street 4.

Continuous Patrolling in B-Zone Area & deploy one Officer  for Main gate.

Continuous Patrolling in C- Zone & Deploy one Officer  for MMG gate & one Officer for Patrolling for Patrolling  Refinery  Perimeter  wall. 

Continuous Patrolling in MTF area & ensure Coast Guard Patrolling in Port area.

Remain at Township Gate & Deploy one Officer for Patrolling in Township Area.

Continuous Patrolling in vulnerable area.

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes, consider more on venerable  area. & Perimeter wall.

Yes

Yes

Yes

Yes

Yes

As per Site President’s discretion & HOD (Security)

Current threat perception awareness  

&

Review of emergency procedures


	*All  gates  will be secured & manned all the time & ERT will remain ready 24hrs.

*If any urgent requirement of any Person comes than Decision will be given by HOD Security ONLY.

*At Level I & II, need to enter basis only
*one Security Officer  will  assist  them.

*All gates secured & manned all times & Proper Identity has to be checked.

* All other gates will remain Closed & if any urgency comes than open ONLY with the Permission of HOD Security.

*All gates secured & manned all times & Proper Identity has to be checked.

Trestle / VIP vehicles only

Entry of vehicles restricted during presence of LPG vessels

Emergency medical cases permitted

Emergency medical cases permitted

* No  Other Civil / Visitors /  VIP/

Any unknown, vehicle is not allowed.

*In Level 3, Continuous Patrolling will be done with the Coordination of other Police Patrolling.(In Level 3 outside Patrolling will be conducted)

* Smooth flow of Traffic is Duty of every Zone I/C & Duty Officer.

*At Level II & III consider establishing  hot line with relevant Government agencies
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