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Background:
The Tumor Imaging Metrics Core (TIMC) is a DF/HCC core lab that provides quantitative and qualitative assessment of radiological scans for oncology clinical trials.  TIMC maintains lab locations at the MGH and BWH/DFCI campuses.  The DF/HCC includes five imaging centers; MGH, BWH, DFCI, BIDMC and CHB.  To provide measurement services TIMC requires transfer of images from the DF/HCC imaging centers to the TIMC central archive; images are then redistributed to workstations at TIMC lab locations for analysis and review.  Timely access to the PACs, HIS and RIS at each institution is key to providing measurement services in a timely manner.
Image Access Requirements:
· Access to CT, MR and PET images for pts registered to DF/HCC clinical trials, imaged at any institution
· Turnaround time: one to two days for CT/MR, sometimes same-day for urgent cases; one-week for PET
· Direct DICOM query/retrieve is usually necessary to achieve required performance; other image transfer methods e.g. CD burning are too time-consuming in most cases.
· Images must be in DICOM format
· No pt de-identification is required, clinical trial pts have signed consent forms
· Exam Volume: ten to fifteen studies per day on average; ~ BWH/DFCI (7), MGH (5), BIDMC (1), CHB (<1)
HIS Access Requirements:
In addition to access to PACs, TIMC staff requires access to the HIS and RIS systems at each institution to obtain relevant clinical reports and tumor marker information for each pt
· PHS/DFCI: CAS and LMR

· BIDMC: Careweb

· CHB: Currently we are relying on the CRCs to supply this information

Existing Network Infrastructure:

The PHS network is extensive and currently encompasses the majority of imaging centers of interest, including MGH and affiliated imaging centers, BWH/Faulkner and the DFCI.  The PHS network is connected to BIDMC and CHB networks via LAN-to-LAN tunnels.
Current Status of Image Access:

TIMC access to the image archives was negotiated separately with each institution.  Fortunately the bulk of the TIMC exam volume is contained within the Partners network.  Currently there is point-to-point access between individual servers and workstations and each of the image archives within Partners.
· MGH PACs (Agfa Impax): Direct DICOM q/r access

· BWH/DFCI (GE Centricity):  Direct DICOM q/r access

· BIDMC (GE Centricity):  Fax request is sent to the Image Service Center, images are then pushed to TIMC server.  We have met with the BIDMC dept leadership and are in the process of negotiating with the network security folks to upgrade our access to DICOM q/r.
· CHB (Fuji Synapse):  For CT/MR, requests are submitted to the Image Service Center; CDs are burned.  For PET, requests are made to the NM chief tech; CDs are burned.  Note: multiple efforts to allow electronic transfer of image studies from CHB have been unsuccessful.
Current Status of Access to HIS/RIS: 
PHS:  Each TIMC staff member has an IDXrad account at MGH and at BWH/DFCI radiology.  Each staff member also has CAS and LMR access to MGH and BWH pt information.
BIDMC:  Each TIMC staff member has been granted a Careweb account
CTSC Access:
The TIMC image workflow is not a scalable architecture for CTSC.  It is neither practical nor desirable for every workstation and server in the CTSC realm to have direct access to PACs at all Harvard institutions.  Also, there is currently no provision for pt de-identification or recording of transaction history for audit trail.  A more suitable approach would be to deploy an image Gateway server at each institution that would control and manage multiple user access and provide usage logs and management reports for each institution.  This approach would be more compatible with HIPAA and other regulatory bodies.

Examples of Gateway servers:
· AGMednet: Vendor-supported, includes web-based administration for access control and monitoring, full audit trail, multiple AETs; these units already exists at several institutions.  Enhancements are possible.
· XNAT, I2B2: Consortium-supported, includes institutional “enterprise” Gateways and central server to manage access control and monitor usage.  De-identification and other collaborative tools are available.
Summary:
Each institution has their own internal policies and procedures governing access to their clinical information systems.  Collaborative groups such as DF/HCC are generally regarded as outside entities when it comes to access to clinical information and also financial issues such as charging for indirect costs.  It has been more difficult than originally anticipated to establish required access to images and pt clinical information.  The technical issues are relatively easy in comparison to the policy issues but they are still significant.  Each institution has its own mix of vendor-supplied and home-grown systems; interfacing needs to be approached on a case-by-case basis.
 

Next steps:
· Each CTSC participant group should specify its requirements for access to image studies and to the various Clinical Information Systems at each Harvard institution.
· Based on these requirements, CTSC could propose technical solutions and recommend policies and procedures to govern access and usage globally.
