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1. Purpose
The purpose of the document is to lay down a process to handle the cases of SP** violations identified by the Corporate Security team.

2. Scope
This procedure is applicable to all cases of SP** violations in all Fidelity sites in India.
3. General:

It is the responsibility of the Corporate Security team in India to ensure that all Fidelity’s Confidential & Highly Confidential Information is safe and secure. This is also very important from Fidelity’s SP** policy on Information Security standpoint. In an effort to ensure that the SP** policy is strictly adhered, the security teams in their respective sites devote a substantial amount of time on this. 

4. Roles & ReSP**onsibilities

Each Company president or top executive is responsible for compliance with this process. Management is responsible for implementing and supporting this process. All employees are responsible for adhering to this process and reporting suspected process breaches/issues/problems to their management. 

The following entities have specific responsibilities related to the implementation of this procedure. 

User (All FBSI Employees / Contractors:

1. User should ensure that they take adequate precaution while handling any confidential & highly confidential data.
Owner (Corporate Security Team):

1. Manager Security will be responsible for the implementation and adherence of this procedure.
2. Duty Manager / Risk specialist shall ensure that the security staff shall conduct a through patrolling of the site & make note of any unsecured material. 

3. At all sites the security personnel shall ensure that any unsecured material left unattended is taken in to custody to avoid its theft / loss. 
5. Definition

“SP**”: _______Propriety____ is Fi** policy on handling co*** & hi** co*** information. 
6. Noncompliance:

Failure to comply with this process may expose Fi** to undue risk. 
7. Process:

a) The following cases are to be considered but not limited to violation of Fi** SP** Policy on Information Security,

· Any computer /Laptop found logged in with the user not on his workstation.

· Any Laptop which is logged off / powered off but not physically locked with a Kensington lock.

· Any printed document which is labeled as “Fi** Co In” or “Fi** Hi** Co** In**” found on any of the printer or on a workstation in an unsecured condition. It can also be any such document in any unlocked pedestal found during the routine patrolling of the security team.
· Black Berry 

b) Handling cases of Computers / Laptop which are not logged off

I. Any Computer / Laptop found in a login state, the security staff shall lock the machine by pressing Ctrl + Alt + Del + K.

II. Security shall leave a note on the workstation of the employee mentioning the violation and date and time it was noticed.

III. A mail shall also be sent to the respective employee by the Duty Manager for the SP** violation.

IV. A record is maintained of all such cases of violations and reflected in the weekly and the monthly Corporate Security Metrics reports respectively. 

c) Handling cases of unlocked Laptops 
I. The security staff on patrolling will always carry the Kensington locks available with the security team.

II. Any laptop which is found unlocked by the security staff during the patrolling shall be physically locked to the workstation with the Kensington lock.

III. While locking it is to be ensured that the laptop is to be locked with a fixed object.

IV. Once the laptop is locked the security staff will leave a note on the workstation of the employee mentioning the violation with date and time it was noticed and to contact the security team.

V. The Duty Manager will send a mail to the respective employee for the violation of Fidelity’s SP** policy.

VI.  A record is maintained of all such cases of violations and reflected in the weekly & monthly Corporate Security Metrics reports respectively.

d) Handling cases of confidential documents
I. Security staff on patrolling if come across any documents labeled as Fidelity Confidential or Fidelity Highly Confidential will take them in their custody.

II. Security staff shall leave a note on the workstation of the employee mentioning the violation with date and time it was noticed and for the employee to approach the security team for collecting the documents.

III. The Duty Manager will send a mail to the respective employee for the violation of Fidelity’s SP** policy and collect ion of the document.

IV. A record is maintained of all such cases of violations and reflected in the weekly & monthly Corporate Security Metrics reports respectively.

V. Corporate Security team shall keep the confiscated document with them in a secured condition for period of 7 working days after which it will be shredded. The same shall be mentioned by the Duty Manager in his mail to the concerned employee, until unless notified otherwise by the concerned employee.
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